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Current State of Cyber Threats

150+ ZB
data created

In 2024.
Doubling

every year
76% of 

companies
suffered 1+ 

ransomware 
attacks in

2024

27% of 
ransomware 
decrypt keys 

didn’t work to 
restore data



What Cyber-Insurance Needs To See

Multi-factor Authentication

Least Privileged Access

Backup server off domain

Backup testing and scan

Immutable on and off-site



So … Wh a t is  Cyb e r In s u ra n c e ?

Pro t e c t s  y o u r in t a n g ib le  a s s e t s  ( d a t a  & b a n k  a c c o u n t s ) .

96%

4%

Ev o lv e  Cla im s  Pa y o u t

1s t Pa rty
3rd  Pa rty

• Pro c e s s  15 0 + c y b e r c la im s  a  
m o n t h

• 6 0 % o f c la im s  a re  Ra n s o m w a re

• 21% o f c la im s  a re  So c ia l 
En g in e e rin g  /  t h e ft  o f fu n d s

• Ave ra g e  c o s t  o f Ra n s o m w a re  
in c id e n t : $ 26 0 ,0 0 0

20 24  Evo lve  St a t s :



Cyb e r In s u ra n c e  -  Th re e  Ma jo r 
Co m p o n e n ts  

Co m p lim e n t a ry  
Cy b e rs e c u rit y  

Co n s u lt a t io n s , Sc a n s , & 
Re c o m m e n d a t io n s

Bro a d  Cy b e r 
Co ve ra g e

Exp e rt  Cla im s  
Ha n d lin g



Cu rre n t Sta te  o f th e  Cyb e r In s u ra n c e  
Ma rke tp la c e

• 20 20  –  20 23: Ha rd  Ma rke t :

• Hig h  Lo s s  Ra t io s

• Ca rrie rs  Le ft  Ma rke t p la c e

• Ra t e s  in c re a s e d  30 % -  30 0 %+

• Ap p e t it e  Re s t ric t io n s

• Min im u m  Se c u rit y  Co n t ro ls  

Re q u ire d  t o  b in d

• 20 23 –  20 25 : So ft  Ma rke t :

• Ov e rs a t u ra t io n  o f Ne w  Ca rrie rs

• Co m p e t it io n  d riv e s  ra t e s  d o w n

• Ce rt a in  c a rrie rs  im p le m e n t in g  

30 % fla t  ra t e  in c re a s e s

• Ap p lic a t io n s  /  Min im u m  s e c u rit y  

c o n t ro ls  re d u c e s

• Bro a d e n e d  Co v e ra g e

• Ris e  in  Art ific ia l In t e llig e n c e  =  

Mo re  Cla im s



Ra n s o m wa re : Da ta  Exfiltra tio n



• Minimum ransom 
payment in 2021 - 2023 
was $100,000. 

• 35% of ransomware 
attacks involved the 
threat to leak exfiltrated 
data

• BlackCat Ransomware 
variant made up highest 
% of market share 

Ra n s o m wa re  Exto rtio n  De m a n d s

https://app.powerbi.com/groups/me/reports/14217de8-c2c2-4a1e-a34e-2383621b99f6/?pbi_source=PowerPoint


Min im u m  Do w n t im e : 9 .5  Da y s

It c a n  ta ke  u p  to  27 d a ys  to  g e t d e c ryp tio n  ke ys !

Ra n s o m wa re : Op e ra tio n a l Do wn tim e



Ra n s o m wa re : Ba c ku p  Sta tu s

https://app.powerbi.com/groups/me/reports/78d0d8c4-2ecd-4826-a61c-83d693d81efc/?pbi_source=PowerPoint


Ra n s o m wa re : Th e  Po we r o f MFA



Ave ra g e  Cla im  Co s ts  & Co ve ra g e s :

Ra n s o m w a re :
• Ra n s o m w a re  Fo re n s ic  Sp e c ia lis t s :

• $4 8 ,0 0 0  –  ($5 0 0 / h r)  
• Ext o rt io n  De m a n d s :

• $4 11,0 0 0  –  Th e  a ve ra g e  e xto rtio n  p a ym e n t 
• Da t a  Bre a c h  At t o rn e y s :

• $10 ,0 0 0  –  ($5 0 0 / h r)
• Bu s in e s s  In t e rru p t io n : 

• $10 0 k+ in  Lo s t Pro fit  -  c o ve rs  th e  lo s t  p ro fit  
a s s o c ia te d  with  s ys te m  o u ta g e  & lo s t 
c lie n ts . 

• Sy s t e m  Re s t o ra t io n :
• $5 0 k -  $25 0 k+ -  d e c ryp tin g , re p la c in g  o r 

re c re a tin g  d a ta  +  re b u ild in g  IT 
in fra s tru c tu re .

So c ia l En g in e e rin g :
• Co v e re d  Ba n k  Ac c o u n t s :

• Th e  b u s in e s s ’ b a n k a c c o u n ts
• Se n io r Exe c u tive  Offic e rs ’ p e rs o n a l b a n k 

a c c o u n ts
• Fu n d s  h e ld  in  e s c ro w
• Re im b u rs e m e n t to  3rd  p a rty b a n k 

a c c o u n ts  ( if c lie n t o r ve n d o r is  in te n d in g  
o n  tra n s fe rrin g  m o n e y to  th e  p o lic yh o ld e r)

• Ca u s e  o f Lo s s :
• Sto le n  Em a il Cre d e n tia ls
• Fra u d u le n t Tra n s fe rs  (Ve n d o r/ Clie n t 

Co m p ro m is e d )
• 20 24  Lo s s  St a t s

• $178 ,0 0 0  
• 2 Tra n s fe rs  b e fo re  c a tc h in g  s c a m .



Wh a t Po lic y d o  yo u  n e e d : Sta n d a lo n e  
Cyb e r vs  Te c h  E&O
• St a n d a lo n e  Cy b e r:

• Ta rg e t  Au d ie n c e : No n - Te c h n o lo g y 

Co m p a n ie s  (He a lth c a re , 

Re ta il/ Wh o le s a le , Ho s p ita lity, 

Ma n u fa c tu re rs / Lo g is tic s , 

Pro fe s s io n a l Se rvic e  Firm s : CPA, Re a l 

Es ta te , La w Firm s , Fin a n c ia l Se rvic e s )

• Cy b e r Lo s s e s : Ra n s o m wa re , Da ta  

Bre a c h e s , Wire  Tra n s fe r Fra u d

• Te c h  E&O/ Cy b e r Ble n d :
• Ta rg e t  Au d ie n c e : Pro vid in g  Te c h n o lo g y 

s e rvic e  fo r a  fe e  ( IT Se rvic e  Pro vid e r, 

So ftwa re  De ve lo p e r, Te c h  Co n s u lta n t, 

Te c h  Pro d u c t MFG) .

• Te c h  E&O La w s u it s : Bre a c h  o f Co n tra c t, 

Ne g lig e n c e , Co p yrig h t In frin g e m e n t e tc .

• Fa ilu re  to  Pro vid e  Te c h  Se rvic e  o r

• Te c h  fa ilu re  to  p e rfo rm  a s  in te n d e d

• Ov e rla p p in g  Exp o s u re s : Ma n y 

in c id e n ts  c a n  trig g e r b o th  E&O a n d  

c yb e r c la im s
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Thank you for taking 
your time to join us!


	The Truth About Protecting Data With Cyber-Liability Insurance
	Beau Bechelli
	Agenda
	Current State of Cyber Threats
	What Cyber-Insurance Needs To See
	So… What is Cyber Insurance?
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Protecting Data With Cyber-liability Insurance

