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The case for
immutabilityEverything is encrypted

Your hypervisor is gone

Your on-site backup is gone

Your off-site backup is gone



Cloud is great . . .
On-prem
is the
fastest
way to
restore

Internet is down

Internet too slow
We need our data
restored faster than
we anticipated

Didn’t have off-site
immutability

Expensive Public
cloud data
egress fees

Never tested our 
off-site restore



Matt Price
Object First
Solutions Content Manager 

Ootbi on-prem
immutable appliance
Overview and demo
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Verify every access attempt 
using IAM context and MFA

Minimize attack surface 
and blast radius

Assume breach.
Segment access

Use least-privilege
accessVerify explicitly

Applications

Users

Devices

Allow access

IAM Context

Block Access

Segment 1

Credit Card 
Processing

Segment 2

Financial 
Information

Require MFA

Segment 3

Backup 
Software

Segment 4

Backup 
Storage

For every user, device 
and application
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Zero Trust Principles
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Zero Trust Principles
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Verify every access attempt 
using IAM context and MFA

Minimize attack surface 
and blast radius

Assume breach.
Segment access

Use least-privilege
access

Verify explicitly

For every user, device 
and application

Minimize attack surface
and blast radius

3-2-1 Backup Rule
Protect backup data from 
modification or deletion

Zero Trust Data Resilience (ZTDR) Principles
Extending Zero Trust Principles to Enterprise Data Backup and Recovery

Segmentation of Backup 
Software and Backup Storage Multiple resilience zones Immutable backup storage
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Powerful

Out-of-the-box immutability

Secure

Out-of-the-box immutability. 
Zero access to root.

15 minutes to deploy and scale. No 
security expertise.

Simple Powerful

Lightning fast up to 4.0GB/s. 
Supercharged Instant Recovery.

Ransomware-proof 

Best Storage for Veeam
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Ootbi is Secure

• S3 out-of-the-box immutability

• Hardened storage target with zero 

access to root or OS

• Natural Separation of Backup 

Software and Backup Storage due 

to appliance form factor

• Continuously third-party 
security tested and validated
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• No security expertise is required

• 15 minutes to deploy and scale

• Mix and match Ootbis of various sizes 

to build your ideal cluster

• Automatically updated and optimized 

by Object First
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Ootbi is Simple
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• Supercharged Instant Recovery

• Up to 4GB/s ingest speeds

• Use of standard Veeam block size 

and encryption

• Object storage engineered explicitly 

for Veeam
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Ootbi is Powerful
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Configuring Veeam 
backup jobs for 
immutability
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Thank you for taking 
your time to join us!

Veeam:  veeam.com
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