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The critical effects of Ransomware
Will you get all your data back?

Data was not recoverable even with the 
decryption key

Veeam 2024 Ransomware Trends Report

27%

63%

32%

Restored from untested backups and 
many were re-infected

Total cost of the ransom.  The rest was 
technician labor, lost productivity, PR time



73%  of organizations 
experienced an increase 
in their premiums

Veeam 2024 Ran   

The critical effects of Ransomware
Cyber-Liability insurance – a reactive tool

44%  had their 
deductible increased

14%  saw their 
coverage benefits 
reduced
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Why Veeam SureBackup and 
how it will save your day
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Best practices for ransomware protection

No errors after 
automated backup 
testing & recoverability 
verification

Of which is: 
offline air-gapped
or immutable

Three different
copies of data

Two different media One offsite copy

Presenter Notes
Presentation Notes
Modern malware is known to attack the backup layer, so you need to have a process in place to ensure resilience.  That’s why we created the 3-2-1 rule for data recovery.  The 3-2-1 Rule says there should be at least three copies of important data, on at least two different types of media, with at least one of these copies being off site. As the threat of ransomware has evolved, we recommend at least one copy of data be resilient either through being air-gapped, offline or immutable. This is imperative for effectively defending yourself  against ransomware. We’ve also added a zero to the rule because automated backup verification ensures your data is valid and usable for recovery. You cannot recover data that has been captured incorrectly.  It’s important to know, Veeam pioneered automated backup verification and is one of the reasons we get such high marks in peer reviews.
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Ransomware: 
Secure Backups are your last line of Defense

Three-part approach:
1. Protect critical data with immutable backups
2. Detect, monitor and alert for visibility
3. Test recovery plans, verify backup data integrity, 

and prevent reinfection during restores

Presenter Notes
Presentation Notes
Active defenses will only block so much and we have to assume our defenses will be breached, or that they already are. Veeam believes that the best offense is a solid defense against ransomware.  Everything we do is designed to help you build a robust strategy for protecting your data.  We provide data security solutions that can help you ensure your data is safe, and is available when you need it.  To help you do this we provide a software driven platform that allows you to:Protect your data with immutable storageDetect and monitor your data for threats giving you added visibility to your existing defenses and ensure the data you restore isn’t going to reintroduce a threatMost importantly, we provide testing and verification because paying a ransom should not be more reliable than your backups.
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Backup and DR/BC Plan Verification

• Can you guarantee your recovery plans will 
work?

• How long will it take to recover?
• Are your backup files corrupted or clean?
• Does your DR/BC plan actually work?
• How smoothly will the recovery go?
• Can you remove malware during the restore 

process and not reinfect your business?
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SureBackup

Veeam SureBackup provides best in class 
verification testing

• Test DR plans without impacting production 
on a scheduled basis

• Validate backup data integrity
• Proactively scan backup images for malware
• Remove malware without reinfection risk
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Configuring Veeam 
SureBackup – tips, tricks 
and gotcha’s
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Thank you for taking 
your time to join us!

Veeam:  veeam.com
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